Customer Case Study

How we greatly simplified and automated our
SOX/SOD Compliancy

Customer Profile Name of customer Zebra Technologies

Country United States
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Customer revenue

Web address www.zebra.com

Business Problems

Zebra Technologies delivers innovative and reliable spe-
cialty digital printing solutions for business improvement and
security applications in 100 countries around the world.

Zebra Technologies Corporation shares are traded at
the NASDAQ stock market and therefore the company is sub-
ject to the Sarbanes-Oxley regulations. To successfully pass
their SOX audit, the Segregation of Duties (SOD) validation was
a critical requirement to satisfy. This one requires organiza-
tions such as Zebra to know at all times what enterprise/office
solutions can be accessed by all employees and to identify any
conflicting accesses that can generate a business risk for the
company.

For Zebra, such a task brings many challenges. First, this
validation was made more complex by the fact that the com-
pany operates the Baan ERP application across multiple logisti-
cal Baan databases, all of them including Zebra customizations.
These environments total more than 350,000 employee au-
thorizations to be SOD validated on a frequent basis; an impos-
sible task to be done manually! Finally, Zebra also plans to mi-
grate from the currently operated Baan platform to Oracle
within the next 12-16 months, requiring the selection of a solu-
tion that will not only deliver a quick ROl with Baan, but also
able to support the transition to Oracle.

Solution

After a thorough investigation and selection process,
Zebra selected DynaFlow as the solution provider for its Com-
pliance Management and automated SOD validation solution.
DynaFlow was the only provider that met all Zebra selection
criteria. Not only was EZ-Compliance a proven solution already
in use in similar organizations globally operating Baan, its abil-
ity to import and scan various ERP/Office applications for SOD
conflicts is a perfect match to assist Zebra in its Baan-2-Oracle
roadmap.

$868 min revenue in fiscal year 2007

EZ-Compliance imports the Baan DEM models in use at
Zebra. These process- and activity authorizations are combined
with employee accounts to create an integral picture of the
authorizations on the employee level. These individual authori-
zations are then dynamically compared with the Baan SOD
Conflicting Session library, also provided by DynaFlow. Within
minutes, Zebra is able to locate specific employees and ses-
sions posing Segregation of Duties risks from an audit point of
view. The first scans performed in April 2007 revealed more
than 10,000 SOD conflicts across the different Zebra divisions.

Great benefit for Zebra, EZ-Compliance is not only able
to identify automatically these conflicts, but also to categorize
them based on Zebra internal policies and SOD importance
ranking. Therefore, all accesses and conflicts associated to Su-
per-Users, to read-only sessions, to non-critical sessions
(totaling more than 60% for Zebra) were automatically catego-
rized for the internal audit team to focus at more severe con-
flicts needing close attention and proper mitigation.

Implementation

The first phase of the implementation targeted 5 of the
9 Zebra companies of the most active divisions. The performed
scans not only appeared of key importance for the SOD valida-
tion, but also are of great value for employee roles and menus
clean-up and optimization.

The multi-companies framework above, combined with
the chosen Baan DEM modeling approach at Zebra where each
employee have multiple identities across different Baan com-
panies, required a special implementation approach. To sup-
port such architecture, EZ-Compliance was implemented at
Zebra using multiple repositories. Each Baan company authori-
zations is managed with its “mirror” repository in EZ-
Compliance. A very simple approach that has proven efficient
and easy to maintain.
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Pierre Beaulieu, President of DynaFlow, states: “The
particular structure of Zebra custom DEM authorizations across
several Baan companies made this project unique and chal-
lenging. | am happy to confirm that EZ-Compliance functional
and technical capabilities were able to address these special
requirements to Zebra satisfaction, resulting in a low-
maintenance SOD Management solution for Baan, and if
needed for Oracle”.

Richard Jaszka, Internal Audit Director for Zebra added,
“We appreciated the responsiveness of DynaFlow specialists
to adapt and to quickly find the optimal implementation ap-
proach to our non-standard DEM authorizations structure.
Not only was it done without Zebra having to change our
DEM configuration, the implemented automation made pos-
sible by EZ-Compliance greatly simplify our SOX deliverable”.
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Benefits

The availability of the Baan SOD Conflicting Sessions
Library, enabling all Zebra employee authorizations to
be scanned and the identification of any SOD conflicts
at Zebra within the very first day of implementation;

The automated import of Baan authorizations and the
background SOD scans, enabling Zebra to always have
accurate and complete SOD status for all employees,
much appreciated by external auditors;

The ability to extend EZ-Compliance usage and bene-
fits to any other office/enterprise applications such as
Oracle, SAP, Mapics, PeopleSoft, etc...

The ability to perform “Preventive SOD scan”, ena-
bling Zebra to execute what-if analysis of new em-
ployee authorizations and to optimize existing em-
ployee accesses.

Senior Internal Auditor for Zebra, Eniko Tucker, adds:
“Significant time and effort was required to review
and streamline the authorizations we give to our
employees globally. We appreciate greatly the abil-
ity of EZ-Compliance to enable visibility of our au-
thorizations via a simple to use Portal and to fully
automate the tedious manual work to monitor cur-
rent and new SOD conflicts. A true time and cost
saving for us”.

Zebra Technologies (2007 revenue: $868mln) is a leading global provider of rugged and reliable specialty printing
solutions, including on-demand thermal bar code label and receipt printers and supplies, plastic card printers, RFID smart
label printer/encoders, certified smart media, and digital photo printers. With the most recognized brand in the automatic
identification industry and the most complete product line, Zebra solutions are used by more than 90 percent of Fortune
500 and global 2000 companies to improve business processes, increase productivity, and strengthen security. Over five
million Zebra printers have been sold worldwide.

For more information, visit http://www.zebra.com

About DynaFlow

Pioneer in the Business Modeling and Workflow Management in North America and Europe and active globally for
more than a decade, DynaFlow Modeling and Workflow Solutions Inc is dedicated to provide its customers world class
expertise in the strategic domains of Enterprise Modeling, Workflow Automation and Compliance/Knowledge Management
in relation with Business re-engineering initiatives and ERP implementations. With a mission to support TOTAL PROCESS
MANAGEMENT, DynaFlow is able to provide its customers with in-depth BPM / Workflow expertise and knowledge to
maximize the benefits of theirs ERP, B2B/B2C, ISO, SOX, J-SOX related projects.

For more information, visit http://www.dynaflow-dem.com

DynaFlow Americas
Phone: +1 (514) 374-2234
Fax: +1 (514) 728-2226

www.EZ-Process.com

Copyright DynaFlow Inc, 2008


http://www.dynaflow-dem.com
http://www.zebra.com

